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Cyber
Security
Services

Cyber Security Risk is the top CEO Concern
Yet most CEO’s are also aggressively pursing digital disruption with technology
Viewed as threats to growth.

Commonly related beliefs on risk.

33%

Cyber security

Cyberattacks are a matter of
when… not if

68%

20%

Emerging Technology

Technology is the only
significant business disruptor

81%

14%

Operational Risk

Prepared to lead an operating
model transformation, but don’t
understand the data or risks

91%

Source: KPMG 2018 CEO Survey
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Dynamics are Changing
The operational landscape of today’s enterprise is moving faster than ever and IT can’t keep up….

Regulatory Pressures

Performance drivers
push business change
faster that risk processes
can react and regulatory
requirements can be
reviewed.

Rapid Development

Accelerated development
lifecycles increase the
potential for the release
of unmitigated risks
across the enterprise.

Evolving Workforce

Organizational Shifts

Job shoppers and the
need to close skills gaps
pose risk in both
consistent risk
management and threats
to intellectual property.

Large-scale
organizational shifts are
underway at top U.S.
banks related to cyber
risk and information
security management.

Organizations need an effective operational risk management strategy to address dynamic technology and cyber risks
and to better enable the business to make their own risk-based decisions.
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The Drivers
The business wants to go faster and needs to be able to make their own risk-based decisions
Drivers of Change

Data Sets
Lack Utility

— Data sets are incomplete or stale
— Data that is available, isn’t utilized
— Action triggers aren’t defined or
communicated

Ineffective
Governance
Structure

— Ineffective communications between
business, technology, cyber risk
— Model isn’t well defined resulting in
inconsistent and ineffective results

Undefined
Reporting
Objectives

— Board reporting is often tactical and without
defined objectives
— The Board finds little value in
communications from Cyber or Risk

Business Needs
Actionable data with predictive risk
management modeling
Organizational communication and
decision making

Business aligned strategy and governance

Unified objectives and outcome based,
business impact reporting
Forward looking risk perspectives with
clearly defined actions for the business
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The Emerging Organizational Model
The new org model has the CISO in the first line reporting to the CIO, and a cyber security risk
function reporting up to the Operational Risk Management Lead in the second line
Board of directors
Risk committee
Global Head of
Technology
and Operations

Chief
Information
Officer

Chief Information
Security Officer

Role: CISO
Alignment: CIO or CTO
Responsibility: Information security with a primary focus on
detection, protection, monitoring, and response. Manages the
security operations center, establishes controls, and oversees
implementation
Reporting: Provides the board with technical readouts and
details on program status

Security
architecture

Log
management

Data loss
prevention

Incident
response

Threat
vulnerability
and patch
management

Network and
application
security

Forensics

Identity and
access
management
operations

Training and
awareness
management

Security
program
management

Legends

1LOD

2LOD

Board & Risk committee

Reporting structure

Chief Risk
Officer

Head of
Operational
Risk

Head of
Cyber Risk
Management

Role: Head of Cyber Risk Management
Alignment: Head of Operational Risk or Chief Risk Officer
Responsibility: Overall cyber risk policy, identification of
business-wide cyber risk appetite, and design of cyber risk
posture that is aligned with enterprise, technology, and
operational risk based on growth priorities
Reporting: Provides an independent report to the board
detailing top cyber risks based on the cyber risk appetite, as well
as risk-based control gaps

Strategy &
governance

Security & risk
strategy

Policy
governance &
management

Metrics &
reporting

Board
communications

IT risk
management
(ITRM)

ITRM
methodology
development

Risk
identification

Risk
assessment

Remediation &
monitoring

IT
compliance
management
(ITCM)

IT control
definition &
documentation

IT control
framework
management

IT controls
testing &
reporting

IT compliance
issues
management
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Creating Better Metrics and Reporting
The cyber risk organization needs to create cyber risk appetite, KRI’s, and own the cyber policy
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Three lines of defense governance
The lines of defense come together in an operating model where Internal Audit provides its review and
recommendations on a regular basis to help drive compliance and consistency

2nd
Line

3rd
Line

Business
Leadership

Business strategy
Business Growth
Strategy & Objectives

Business Operations & Investments

Mergers & Acquisitions

Regulatory Interpretation & Guidance

Organizational governance
Technology, Cyber, & Risk
Management Strategy

Policy Governance & Management

Management Oversight and
Governance

Policy and Standard Compliance

Unified Assessment Framework

Policies & Standards

Program Strategy & Operations

Program Planning & Implementation

Metrics & Reporting

Board Communications

Controls Assurance

Technology & Cyber
Risk Assurance

Internal audit

Independent risk management & reporting
Collection, Assessment, Analysis, &
Reporting

Risk Appetite, KRI’s, and Quantification

1st
Line

Technology and cyber risk strategy and planning
Policies & Standards

Monitoring & Analytics

Technology and cyber risk operations
TCR Program Management

Controls & Control Implementation

IT Operational Management

Process & Asset Inventories

Risks & Controls Management
Program

Information Lifecycle

Cyber Risk Operational Management
Data Governance

Resilience & Continuity

TCR Metrics & Measurement

Cyber Training & Awareness

Automation & Continuous Improvement
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Leveraging a Framework
Understand what first line and second line functions are best suited for your organization
Strategy & Governance
Strategy & Planning

Policies and
Procedures

Process &
Asset Inventories

Risks & Controls

Business Process
Inventory

Ownership &
Accountability

Sponsorship &
Funding

Information Lifecycle
Mgmt

Operational Risk
Framework

Awareness And
Education

Table Top Exercises

Scenario Testing

Independent Risk
Management

Metrics & Measurement

Regulatory compliance

Intelligent Automation

Risk and Control
Taxonomy

Vulnerability Scanning

Assessment
Framework

Risk Quantification

Unified Control
Framework

Automated Control
Testing

Technology Asset
Inventory

Risk Control Self
Assessments (RCSA)

Penetration Testing

Limits & Thresholds

Scenario Libraries

Horizon Scanning

Risk Analytics

Data Classification

Operational Metrics /
KPIs

Red Team Exercises

Key Risk Indicators
(KRIs)

Cyber Value at Risk
(CVaR)

Regulatory Mapping

Dynamic Risk
Assessment

Technology Hierarchy

Continuous Controls
Monitoring

Resiliency

Risk Appetite

Board Reporting

Content Creation

Risk Intelligence

Risk Attribution

Third Party Risk
Management

Business,
Technology, & Cyber
Advisory

Inventory Ownership

Stress Testing

Monitoring & Analytics
Evidence
Collection

Technology Enablement

Issue
Management

Risk
Remediation

Reporting Framework
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TCRM that Enables Your Business
Understand and adapt to the organization’s evolving risk profile to effectively manage information and
technology risks and allocate the right investments
Leadership, support, and commitment are critical to successful implementation.
Board oversight is no longer just leading practice; it is expected by regulators.
Deploy a business driven and risk focused strategy, anchored to industry framework(s),
to provide comprehensive coverage of critical cyber security and technology risk activities.

Drive smart spending on targeted investments in high-risk areas to effectively managed
Cyber and technology risk aligned to critical business assets.
Find strategic balance between business performance and technology and cyber risk mitigation.
Establish three lines of defense in effective risk management and controls to foster a cohesive and
coordinated approach for risk management and mitigation.
Clearly assign the responsibilities and accountability for technology and cyber risk management
activities, and ensure that adequate skills are available to fulfill the assignments.
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THANK YOU!

5

9/23/2018

Contacts
Charlie Jacco
Principal, Cyber Security Services
Financial Services Industry Leader
212 954 1949
cjacco@kpmg.com
Tony Buffomante
Principal, Cyber Security Services
US Leader
312 665 1748
abuffomante@kpmg.com

Some or all of the services described herein may not be permissible for KPMG audit clients and their affiliates or related
entities.
kpmg.com/socialmedia
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